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...
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Now that you know how the supply chain is supposed to work in happy times, let's take a
look at what can go wrong and why.

https://mediaspace.epfl.ch/media/0_nucrhn5j?st=4
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There are many things that can go wrong. If there is a threat actor, they can deliberately
insert elements in each of the steps. Adding fake or counterfeit IPs to perform
unintended actions is one example to backdoor a chip, and is perhaps the most obvious
threat. But there are other subtle actions that a threat actor can perform. Let's look at a
few possibilities.

https://mediaspace.epfl.ch/media/0_nucrhn5j?st=13
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Stealing IPs to avoid paying licensing fees,

https://mediaspace.epfl.ch/media/0_nucrhn5j?st=44
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or get access to competitors' technology, producing chips without buying licences, or
violating sanctions or even usage agreements,

https://mediaspace.epfl.ch/media/0_nucrhn5j?st=49
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altering the components by misplacing them or replacing them with subpar quality.

https://mediaspace.epfl.ch/media/0_nucrhn5j?st=61
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In other words, each step in the supply chain is a potential threat.

https://mediaspace.epfl.ch/media/0_nucrhn5j?st=66
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Each person or entity that participates in the supply chain can alter the outcomes. The
impact of a threat actor's actions

https://mediaspace.epfl.ch/media/0_nucrhn5j?st=73
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can be as small as targeting one batch of components. For example, if they physically
tamper with the outgoing device, or on the other hand, it can possibly impact all
components. An example here would be implementing a weak encryption scheme.

https://mediaspace.epfl.ch/media/0_nucrhn5j?st=85
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The outcomes of these threats can just be bad, or nonfunctional products. Or on the
other extreme, it can be all the way to a fully compromised ecosystem. Imagine the
threat actor has complete access to the infrastructure, and can observe or change all the
data and communications. Detecting these threats is not always easy.

https://mediaspace.epfl.ch/media/0_nucrhn5j?st=104
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Let's take a look at two approaches that a threat actor can use. Seeding is a method
where a threat actor

https://mediaspace.epfl.ch/media/0_nucrhn5j?st=134
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directly manipulates the manufacturing process. Their goal is to add hardware
backdoors to the components. As the name suggests,

https://mediaspace.epfl.ch/media/0_nucrhn5j?st=145
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the aim is to sow the bad seed as early as possible, and then reap the benefits when the
component is deployed widely. Now, as you can imagine,

https://mediaspace.epfl.ch/media/0_nucrhn5j?st=157
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this approach requires the threat actor to have high level of access to the factory
facilities. While seemingly difficult, this is not impossible to achieve. A threat actor can
impersonate a person of authority,

https://mediaspace.epfl.ch/media/0_nucrhn5j?st=169
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or even bribe or threaten the factory employees to tamper with the process.

https://mediaspace.epfl.ch/media/0_nucrhn5j?st=181
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If you think seeding is too much work and risk, there is a low effort alternative.

https://mediaspace.epfl.ch/media/0_nucrhn5j?st=188
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It is called interdiction, and the idea is very simple. First, hijack the component when it is
in transit,

https://mediaspace.epfl.ch/media/0_nucrhn5j?st=193
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say, from one factory to another or from manufacturer to end user. Then the threat actor
can tamper with the component, say, by placing additional hardware on it.

https://mediaspace.epfl.ch/media/0_nucrhn5j?st=205
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The last step is to repackage the component, and send it off on its way. The trick is to
get access to the transport, and then tamper without getting detected, and there you
have it.

https://mediaspace.epfl.ch/media/0_nucrhn5j?st=217
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