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Course material

Course:

Understanding the digital supply chain and its stakes for humanitarian actor:

Video:

1.3.5 Case n3 - Rooting the Enroute Routers

Concepts (extracted from automatically generated subtitles):

Enter eve. Bob's communications. Latest router. Bob's packages. Eve. Alice. Remote access.
Bob's order shipment. Postal employee. Postal service. Bob. Routers. Package. Starters.
Packaging.

to video sequence search
(within Understanding the digital supply chain and its stakes for humanitarian actors.)

to video

Center for Digital Education. More educational support material here:
https://www.epfl.ch/education/educational-initiatives/cede/educational-technologies-gallery/boocs-en/
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Shweta Shinde

Assistant Professor

Secure B Trustworthy Systems Group
ETH Zurich

notes

summary

page 2/12 - 1.3.5 Case n3 - Rooting the Enroute Routers


https://mediaspace.epfl.ch/media/0_pn2bk4o1?st=0

Case n°3: Rooting the Enroute Routers

Last but not the least, my very own tongue twister title, Routing the Enroute Routers. notes
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Case n°3: Rooting the Enroute Routers

Okay, so Alice has a company that makes routers and exports them to faraway notes
locations. Her routers are the best and always in demand everywhere.
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Case n°3: Rooting the Enroute Routers

Postal Service

Alice ships the routers to her customers via post. Enter Eve. Eve wants to eavesdrop on
Bob's communications and surveil them. Now Eve somehow learns
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Case n°3: Rooting the Enroute Routers

Postal Service

that Bob is going to buy the latest router from Alice. And Eve sets her plan in motion.
First, Eve impersonates as a postal employee
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Case n°3: Rooting the Enroute Routers

Postal Service

and starts intercepting Bob's packages, hoping that it's Bob's order shipment. Then Eve
takes the package to her own lab and opens up the router.
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Case n°3: Rooting the Enroute Routers

Postal Service

She then carefully implants a beacon on the router and repackages the shipment.
Eventually, Bob receives his new router and happily installs it in his apartment.
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Case n°3: Rooting the Enroute Routers

Postal Service

Now, little does he know that Eve has remote access to his router and can observe all
the incoming and outgoing traffic from his network.

notes

summary

1m 13s

Ei=E

M

page 9/12 - 1.3.5 Case n3 - Rooting the Enroute Routers



https://mediaspace.epfl.ch/media/0_pn2bk4o1?st=73

Case n°3: Analysis

* Root cause:

* Shipping was susceptible to interception
* Bob not suspicious

* How to avoid it?

* Use trusted delivery service
* Use tamper detection mechanism

Well, what can we learn from Alice, Bob, and Eve in this story? First, Alice was shipping
her routers using a postal service that was susceptible to interception. It was very easy
for Eve to intercept the package. Then, Eve was able to plant the beacons without
raising Bob's suspicion. The package arrived slightly late and the packaging looked fine,
but Bob did not double-check. What can Alice and Bob do better the next time? Well, for
starters, Alice can limit her distribution to only, let's say local customers, where she can
use a trusted delivery service. Or on the other hand, Bob can use a trusted party to pick
up the router and bring it to him.
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Case n°3: Analysis

Lastly, having a tamper detection mechanism on the hardware would be helpful too.
That way, Bob would realise something went wrong.
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Image reference

In order of appearance

FICTURE1 : Supply Chain concept by tippapatt from Adobe Siock
ICOMN1 ; Created by diyastokiv from Adobe Stock

ICOM2 ; Created by Alzam from The Moumn Project

ICOMN3 : Created from BEARicons from The Moum Project

IC0OM4 | Craated from Alaxay from Adobe Stock

With that, we conclude our story of Alice and Bob as well as our story of three examples. notes

summary

I E

page 12/12 - 1.3.5 Case n3 - Rooting the Enroute Routers


https://mediaspace.epfl.ch/media/0_pn2bk4o1?st=145

	notes: 
	summary: 
	1: 
	notes: 
	summary: 

	2: 
	notes: 
	summary: 

	3: 
	notes: 
	summary: 

	4: 
	notes: 
	summary: 

	5: 
	notes: 
	summary: 

	6: 
	notes: 
	summary: 

	7: 
	notes: 
	summary: 

	8: 
	notes: 
	summary: 

	9: 
	notes: 
	summary: 

	10: 
	notes: 
	summary: 



