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Hello and welcome.

https://mediaspace.epfl.ch/media/0_062ksar3?st=9
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I am Myriam Dunn Cavelty, Senior Scientist at the Centre for Security Studies at ETH
Zurich. In this introductory video, you are going to learn about the landscape of cyber
threats.

https://mediaspace.epfl.ch/media/0_062ksar3?st=13
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You will learn about threat exposure, mainly about the quantity and quality of recent
cyber threats. You will learn about threat actors, who they are, and why they are doing
what they are doing. And you will hear about different kinds of cyber threats.

https://mediaspace.epfl.ch/media/0_062ksar3?st=29
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Let us start by looking at the graphic

https://mediaspace.epfl.ch/media/0_062ksar3?st=48
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that estimates the annual cost of cybercrime worldwide. Though just an estimation, and
to be taken as such, you can clearly see a steady increase over the years. Other
estimations by different analysts all show the same tendency, a clear upwards trend.

https://mediaspace.epfl.ch/media/0_062ksar3?st=49
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A similar picture presents itself when we look at incidents known to have been
orchestrated by state actors. Similarly to cybercrime, we see that the increase started
somewhere around the year 2012, with another steep increase in 2018.

https://mediaspace.epfl.ch/media/0_062ksar3?st=73
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The quantity and the quality of cyber threats has increased over the years. Two things
are important to note about the increase in quantity.

https://mediaspace.epfl.ch/media/0_062ksar3?st=93
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First, around 95% of all of them are criminal in nature, which means they are conducted
by non-state actors, and only a very small percentage is attributable to state actors.
Second, the increase in quantity is also correlated to much better analytical capabilities
on the side of the defenders. We simply see much more than we used to.

https://mediaspace.epfl.ch/media/0_062ksar3?st=104
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But cyber threats do not only increase in quantity, they also become bigger. In 2023, the
global average cost of a data breach was $4.45 million, which is a 2.25% increase from
the previous year. Much more staggering, the total amount of money that ransomware
actors received was $1.1 billion in 2023, and that is an increase of 140% from the
previous year.

https://mediaspace.epfl.ch/media/0_062ksar3?st=133
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The third component is that actors in general get better.

https://mediaspace.epfl.ch/media/0_062ksar3?st=168
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More cyberattacks than before are targeted, and more cyberattacks are sophisticated,
using find particular skills and knowledge about the systems that they target.

https://mediaspace.epfl.ch/media/0_062ksar3?st=169
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This begs the question, why is it getting worse? First, the attack surface is growing. With
rapid digitalisation, the number of potential entry points for cyberattacks

https://mediaspace.epfl.ch/media/0_062ksar3?st=186
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has significantly increased. The integration of physical devices with the digital realm
creates new vulnerabilities that are not being sufficiently addressed by current security
measures.

https://mediaspace.epfl.ch/media/0_062ksar3?st=200
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Second, cybercrime is professionalising. The rise of cybercrime as a service has led to a
more organised and specialised criminal landscape. Criminals can now easily access
tools and services

https://mediaspace.epfl.ch/media/0_062ksar3?st=214
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tailored for specific types of attacks, making it easier and more efficient for them to carry
out cybercrime. Third, state actors also exploit cyberspace.

https://mediaspace.epfl.ch/media/0_062ksar3?st=229
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They have significantly invested in cyber capabilities, particularly for strategic and
political purposes.

https://mediaspace.epfl.ch/media/0_062ksar3?st=241
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Unlike criminal groups, these actors have the resources and the time

https://mediaspace.epfl.ch/media/0_062ksar3?st=252
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to develop and launch sophisticated cyber operations. Instead of outright military
engagement, they often conduct covert operations.

https://mediaspace.epfl.ch/media/0_062ksar3?st=254
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One way of looking at the landscape of threat actors is by ways of a so-called threat
pyramid. In short, not everyone can do everything. In fact, most threat actors cannot pull
off sophisticated targeted attacks. They are at the bottom. Though by far the biggest
group, many of their attacks amount to not more than a nuisance.

https://mediaspace.epfl.ch/media/0_062ksar3?st=265
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As we move up, we reach the realm of better organised threats.

https://mediaspace.epfl.ch/media/0_062ksar3?st=288
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These actors have better skills, and their actions are potentially more dangerous and
damaging.

https://mediaspace.epfl.ch/media/0_062ksar3?st=289


notes

summary

5m 1s

page 24/37  -  4.1 The Cyberthreat Landscape

At the very top, we have what is called Advanced Persistent Threats or APTs.

https://mediaspace.epfl.ch/media/0_062ksar3?st=301
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They are a small group of threat actors with the biggest skills. They are well-funded,
experienced, and strategically thinking. Very often, they are state-affiliated or the top
organised crime groups.

https://mediaspace.epfl.ch/media/0_062ksar3?st=303
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Apart from the difference in skill level and available capabilities, these threat actors can
also be differentiated by their motivation. Let us look at the different types of threats that
derive from this, starting from the bottom.

https://mediaspace.epfl.ch/media/0_062ksar3?st=325
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Individual hackers are not usually a big threat. While some possess exceptional skills,
they typically lack the resources

https://mediaspace.epfl.ch/media/0_062ksar3?st=340


notes

summary

5m 49s

page 28/37  -  4.1 The Cyberthreat Landscape

to carry out large-scale damaging cyberattacks and often lack the desire to do so, too.
Hactivism originally signified a form of political protest

https://mediaspace.epfl.ch/media/0_062ksar3?st=349
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using online means, but in recent years, hacktivism has also become a method for
influence operations. For example, when someone hacks into a system and steal
sensitive data that is subsequently leaked to influence a political process.

https://mediaspace.epfl.ch/media/0_062ksar3?st=361
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Cybercrime, as the most prevalent threat form, is very frequent.

https://mediaspace.epfl.ch/media/0_062ksar3?st=381
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Generally, criminals have monetary incentives. They want to generate income by illegal
means. There also are better organised, more skilled crime groups, some of which might
even be considered APTs. The perpetrators behind cybercrime are normally not state
actors.

https://mediaspace.epfl.ch/media/0_062ksar3?st=385
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State actors are generally the most capable.

https://mediaspace.epfl.ch/media/0_062ksar3?st=406
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They move in cyberspace with political purpose. They may conduct cyber influence
operations, leveraging existing vulnerabilities of the information environment or society
more generally

https://mediaspace.epfl.ch/media/0_062ksar3?st=409
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and rely on tools and techniques to affect audiences.

https://mediaspace.epfl.ch/media/0_062ksar3?st=421
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Or they use cyber operations to steal classified or sensitive data

https://mediaspace.epfl.ch/media/0_062ksar3?st=426


notes

summary

7m 14s

page 36/37  -  4.1 The Cyberthreat Landscape

to gain a strategic advantage. Cyber operations that disrupt critical infrastructure or even
damage them are rare. Predominantly, cyber operations are activities below the
threshold of war.

https://mediaspace.epfl.ch/media/0_062ksar3?st=434
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In sum, there is a broad range of cyber threats conducted by a broad range of actors
whose motivation and skill levels, also called capabilities, differ substantially. The
majority of cyberattacks are crime, around about 95%. Cyberattacks are predominantly
conducted under the threshold of war.

https://mediaspace.epfl.ch/media/0_062ksar3?st=449
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