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Hello, and welcome to this module

https://mediaspace.epfl.ch/media/0_e67n0jg3?st=1
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discussing legal considerations on cybersecurity. My name is Andrea Raab-Gray, and I
am Legal Counsel for the International Committee of the Red Cross, in short, the ICRC.

https://mediaspace.epfl.ch/media/0_e67n0jg3?st=13
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Specifically, I work with the ICRC's Delegation for Cyberspace and Global Cyber Hub in
Luxembourg. Before we delve in, let me give you an outline of the topics we will discuss.

https://mediaspace.epfl.ch/media/0_e67n0jg3?st=25
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To this end, let's circle back for a moment.

https://mediaspace.epfl.ch/media/0_e67n0jg3?st=37
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In the previous modules, you have heard that manifold actors are of relevance to, and
indeed, influential for,

https://mediaspace.epfl.ch/media/0_e67n0jg3?st=38
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an organization's cybersecurity. To understand legal considerations on cybersecurity, it
is helpful to think about relationships.

https://mediaspace.epfl.ch/media/0_e67n0jg3?st=49
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What cybersecurity actors are of legal concern for an organisation, and what relationship
does the organisation have with these actors? In other words, what obligations does an
organisation owe to them,

https://mediaspace.epfl.ch/media/0_e67n0jg3?st=61
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and/or what rights does it enjoy vis-à-vis them? In the cybersecurity paradigm, three
relationships are particularly pertinent from a legal perspective.

https://mediaspace.epfl.ch/media/0_e67n0jg3?st=73
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First, the relationship between the organisation and the state in which it is located or
conducts activities, the so-called host state. Second, the relationship between the
organisation

https://mediaspace.epfl.ch/media/0_e67n0jg3?st=85
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and companies or individuals with which the organisation works within the cyber
ecosystem.

https://mediaspace.epfl.ch/media/0_e67n0jg3?st=97
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Third, and finally, the relationship of the organisation with the persons it seeks to serve,

https://mediaspace.epfl.ch/media/0_e67n0jg3?st=103
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that is, affected communities whose data the organisation collects and processes to
provide them with assistance. All these relationships and the rights and obligations they
entail

https://mediaspace.epfl.ch/media/0_e67n0jg3?st=109
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should be taken into account in cybersecurity-related decision-making. In the following
videos, we will discuss each of these relationships and what they entail from a legal
perspective.

https://mediaspace.epfl.ch/media/0_e67n0jg3?st=121
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Please note that unfortunately, we cannot be exhaustive in our videos,

https://mediaspace.epfl.ch/media/0_e67n0jg3?st=132
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and there might be additional rights and obligations we cannot cover today. If you have
further questions, please do look at the more information section.

https://mediaspace.epfl.ch/media/0_e67n0jg3?st=133


notes

summary

2m 25s

page 18/18  -  5.1 Legal Considerations on Cybersecurity Overview

Maybe you'll find your answers there. See you in our next video.

https://mediaspace.epfl.ch/media/0_e67n0jg3?st=145
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