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What is leadership in the field of cybersecurity?
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Does it depend on organisations or individuals? How to make the best use of resources
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that are available in your organisation in this field? How do we manage cybersecurity
incidents? Hello, my name is Paul Hume, and in this module, we will try to answer these
questions together.
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A little bit about myself first. I'm the Chief Information Security Officer for the
International Committee of the Red Cross, or the ICRC. I've worked in many sectors and
countries for many years,
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more years than I care to admit. I'm going to help you unpick the topic of leadership in
cybersecurity in the context of humanitarian organisations.
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Hopefully, to provide some useful tips along the way. In this video, we will start by
speaking about what is leadership in this context. In the subsequent videos, we will
speak about understanding threats
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as well as vulnerabilities. That will be it for this first chapter. In the second chapter, we
will look into how to manage cybersecurity incidents.

https://mediaspace.epfl.ch/media/0_vrzvon3c?st=73
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Let's talk about leadership now. Let me first state that leadership in cybersecurity must
be viewed both at an organisational level

https://mediaspace.epfl.ch/media/0_vrzvon3c?st=82
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and for you as an individual.
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It's a combination of both that will yield the best results. In addition, what works best for
you and your organisation is entirely contextual. Let's start with the organisational
perspective.

https://mediaspace.epfl.ch/media/0_vrzvon3c?st=97
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If you have a cybersecurity people working in your organisation, you need to understand
that while they may be known as the guys that always say no and may be perceived as
blockers for innovation or prevent you from delivering the services that you want to your
beneficiaries, it's a misperception.

https://mediaspace.epfl.ch/media/0_vrzvon3c?st=109
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The cyber function is indeed a service that helps the organisation to operate and
innovate safely in the digital world. In the end, by managing the risks related to
cybersecurity, they help you deliver on the long-term goals and aspirations of your
organisation.
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Formal roles for managers of these functions include titles

https://mediaspace.epfl.ch/media/0_vrzvon3c?st=144
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such as Chief Information Security Officer, Chief Security Officer, Information Security
Officer, Information Security Manager, Cybersecurity Manager, etc.
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In the end, it doesn't matter what the title is. As long as someone in a full-time or
part-time role in an organisation is the focal point for the organisation.

https://mediaspace.epfl.ch/media/0_vrzvon3c?st=157
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This is someone who has the role of understanding the governance, compliance, and
technical elements of keeping the organisation safe. It's also someone who has the
responsibility or accountability to ensure that there is a strategy to improve the security
capabilities and maturity and dependent on the seniority in the organisation to seek
funding for those activities.

https://mediaspace.epfl.ch/media/0_vrzvon3c?st=168
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Speaking about the role of individuals, good cybersecurity requires teamwork, and in this
case, the team is not just the cybersecurity function. You and every other individual in
the organisation

https://mediaspace.epfl.ch/media/0_vrzvon3c?st=194
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actually has the responsibility to ensure that you and the people around you behave in
ways within the organisation that does not put the people and information at risk.

https://mediaspace.epfl.ch/media/0_vrzvon3c?st=207
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Additionally, in nearly all cases, the cybersecurity team needs other teams that manage
infrastructure, applications, development, and information management to put in place
and maintain what the organisation needs to operate safely.

https://mediaspace.epfl.ch/media/0_vrzvon3c?st=217
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If your organisation does not have a formal cyber role, then this might be your
opportunity to shine.

https://mediaspace.epfl.ch/media/0_vrzvon3c?st=235
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This brings us to the question of what you need to understand to be in a cybersecurity
leadership role, regardless of whether you are in a formal role or showing leadership as
an individual.

https://mediaspace.epfl.ch/media/0_vrzvon3c?st=241


notes

summary

4m 13s

page 24/26  -  7.1.1 Cyberresilience

Note that you do not need to be a technical genius to be a cybersecurity leader. The
number one thing is to understand that it is all about risk management.

https://mediaspace.epfl.ch/media/0_vrzvon3c?st=253
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I say this because it's impossible to prevent every threat to your organisation. You need
to be able to prioritise where you put your effort, time, and resources.

https://mediaspace.epfl.ch/media/0_vrzvon3c?st=265
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In other words, prioritise based on risk. To be able to do this, you need to understand
that the threats to your organisation are. You also need to understand the vulnerabilities
that your organisation has. Finally, you need to understand what you can do to control
the threats and vulnerabilities. This will be the topic of the next video. See you there.

https://mediaspace.epfl.ch/media/0_vrzvon3c?st=277
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