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Course material

Course:

Understanding the digital supply chain and its stakes for humanitarian actor:

Video:

7.3 Conclusion Cybersecurity (Maria Elisa & Greq)

Concepts (extracted from automatically generated subtitles):

Collective responsibility. Cyber operations. Cyber-resilient organisations. Best use of our
resources. Sensitive data. Different viewpoints. Humanitarian sector. End of the second part
of your mooc. Dramatic consequences. Claire. Andrea. Humanitarian crisis. Organisations.
Legal instruments. Miriam.

to video sequence search
(within Understanding the digital supply chain and its stakes for humanitarian actors.)
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https://mediaspace.epfl.ch/media/0_3isbzfwj?st=0

This is now the end of the second part of your MOOC. notes
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https://mediaspace.epfl.ch/media/0_3isbzfwj?st=1

We hope you learned a lot about cybersecurity. As you have noticed by now, our goal
was to share different viewpoints on this topic,
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https://mediaspace.epfl.ch/media/0_3isbzfwj?st=13

emphasising why cybersecurity is vital for the humanitarian sector. Both in protecting
sensitive data and ensuring operational continuity.
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https://mediaspace.epfl.ch/media/0_3isbzfwj?st=25

Miriam and Sean showed us how cyberspace has become one of the domains where
wars are fought, and it is increasingly important for humanitarians to understand the
dynamics and the stakes of this new battlefield.
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https://mediaspace.epfl.ch/media/0_3isbzfwj?st=37

Then Andrea walked us through the efforts done by states to regulate this space, and
what it means to organisations to better understand and comply
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https://mediaspace.epfl.ch/media/0_3isbzfwj?st=49

with the legal instruments that shape the way they operate in the digital realm. As Claire
and colleagues told us in Module 6, cyber operations may have dramatic consequences
for communities, and humanitarians need to adopt the response
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https://mediaspace.epfl.ch/media/0_3isbzfwj?st=61

and their strategies to these new risks. Finally, it is also our collective responsibility to
build cyber-resilient organisations, to make the best use of our resources
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https://mediaspace.epfl.ch/media/0_3isbzfwj?st=73

and to protect the data that the people trusted us with, whether that is people living in
humanitarian crisis or our staff. We hope that these insights will be useful for you and will
help you contribute
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to your organisation becoming an active and responsible stakeholder in this space.
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